Tpynsl HAYYHO—TEXHHYECKOH KOH(EPEHIINN KJIacTepa EH3CHCKUX MPEANPHATHH,
o6ecneunBaromux BE3OIMMACHOCTh HH®OPMAIIMOHHBIX TEXHOJIOTHM.
Towm 10, ITen3a—2016, c. 98 — 113 (http://muaudu.pd/activity/science/BIT/T10-—p98.pdf)

Bannbix A.I'. DHTpomnuiiHas olleHKa KayecTBa HENPEPBIBHBIX OMOMETPUUYECKUX
JAHHBIX MaJIbIX 00YyYarolmuX BBHIOOPOK // Tpyabl HAYYHO-TEXHUYECKOW KOH(EpEHINH
KJIactepa IIEH3EHCKUX HpENpUsTUi, o0ecrednBaronmux BE3OIIACHOCTbD
WHO®OPMAIIMOHHBIX TEXHOJIOTHM. M3narensctBo AO «(ITHUDU», Tenza—2016,
Tom 10, c. 5—9 (http://mausu.pd/activity/science/BIT/T10—p5.pdf)

B noknmane paccmarpuBaercss mnpoOsieMa OLEHKM KauyecTBa HENPEPhIBHBIX
OMOMETPUYECKUX JAHHBIX C YYE€TOM HX KOPpPEIUpPOBAaHHOCTHU. [l JHCKpPETHBIX
OMOMETPHUYECKUX JTaHHBIX 3Ta Mpoliema pemieHa. [lpemioxkeHo pemarts 3agady myrem
BBIYHCIICHUA OHTPOIINHU HCTIPCPBIBHBIX 6I/IOMeTpI/I‘I€CKI/IX JaHHBIX  ITIOCJIE ux
KBaHTOBaHusg. KBaHTOBaTh HCIIPEPBIBHBIC JAHHBIC MNPCIIIOKCHO HCXOJd HU3 YCIOBHUA
o0ecreyeHns paBHBIX BEPOSTHOCTEN OIIMOOK IIEPBOrO M BTOPOTrO poJa. ITO MO3BOJISAET
ACIaTb  BBIYUCIICHHMA OJHO3HAYHBIMHU, HC 3aBUCAINIMMU OT IIPUHATOrO mara
KBAaHTOBaHUs. DAaKTHMYECKHU NPEIOKEHO OCYHIECTBIATH PEryIsPU3aLHUI0 BEIYMCICHHUN
IMyTeéM CTa6I/IJ'II/I3aIII/II/I PE3YIbTATOB BBIYMUCICHUSA U HCKIIIOYCHHA TAaKUX q)aKTOpOB Kak
YHCJIO IMMOPOTOB KBAHTOBAHUA (mara KBaHTOBaHUA 6I/IOM€TpI/I‘I€CKI/IX I[aHHI)IX).

Bannykh A.G. Entropy estimation of the quality of continuous biometric data of
small training samples // Proceedings of the scientific and technical conference of the
cluster of Penza enterprises providing SECURITY OF INFORMATION
TECHNOLOGIES. Publishing house of JSC "PNIEI", Penza-2016, Volume 10, p. 5-9

The report examines the problem of assessing the quality of continuous
biometric data taking into account their correlation. For discrete biometric data, this
problem is solved. It is proposed to solve the problem by calculating the entropy of
continuous biometric data after their quantization. Quantization of data is proposed on
the basis of the condition of ensuring equal probabilities of errors of the first and second
kind. This allows you to make calculations unambiguous, independent of the
quantization step taken. In fact, it is proposed to carry out regularization of calculations
by stabilizing the calculation results and eliminating such factors as the number of
quantization thresholds (the step of quantizing biometric data).

EapumoB A.B., be3siee A.B. CpaBHeHue TUNOTE3bl HOPMaJIbHOIO
pacmpesneneHuss M TUIOTe3bl OeTa pachpeneiaeHus paccTOsHUW X3MMUHra Jyis
BBIXOJIHBIX KOJIOB HeWpoceTeBbIX IpeoOpa3oBateneil // Tpympl HaydHO-TEXHHYECKOM
KOH(EpEHIIMK KJacTepa NeH3eHCKuX mnpennpustuid, odecneunBatonmx BE3OINACHOCTD
WH®OPMAIIMOHHBIX TEXHOJIOTHH. UsnatensctBo AO «ITHUDWy, Ilen3za—2016,
Tom 10, c. 10 — 14 (http://mausu.pd/activity/science/BIT/T10—p10.pdf)

PaccmaTpuBaercs cutyanusi, Korja paclpeieieHie pacCTosIHuM XoMMUHra AJist
HEHPOHHOM CeTH WM «HEYETKOTOo JKCTPAKTOpa» He SBISIETCS HOPMAaJIbHBIM.
[IpemioxkeHo nepeuT IpU ONHMCAHWM PACIPEACICHUN pPACCTOSIHUM XAMMHHra B
HOPMUPOBAHHYIO CHUCTEMY KOOpJMHAT, TIJ€ OKa3blBaeTCd MPUMEHUMO OIHCAaHUE
CTaTUCTUK B BHje Oera pacnpexaeneHus. bera pacnpeneneHus nai0T BO3MOKHOCTb
ydeTa aCUMMETPHUH INPHU MPOTHO3UPOBAHUU BEPOSITHOCTH OIIMOOK MEPBOrO0 U BTOPOIO
pona. Jlemaercs BBIBoA 0 HeoOxomumoctu  pacmupenuss ['OCT P 52633.3
MpoLeaypaMH, MOCTPOCHHBIMU Ha YydeTe acUMMETPUU pACIpeNeieHH paccTOSHUN
X3MMUHrA.
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Elfimov A.V., Bezyaev A.V. Comparison of the normal distribution hypothesis
and the hypothesis of the Hamming distance beta distribution for output codes of neural
network converters // Proceedings of the scientific and technical conference of the
cluster of Penza enterprises providing SECURITY OF INFORMATION
TECHNOLOGIES. Publishing house of JSC "PNIEI", Penza-2016, Volume 10, p. 10 -
14

The situation is considered when the distribution of Hamming distances for a
neural network or "fuzzy extractor" is not normal. It is suggested to go over when
describing the distribution of Hamming distances to a normalized coordinate system,
where the description of statistics in the form of a beta distribution turns out to be
applicable. Beta distributions make it possible to account for asymmetry in predicting
the probability of errors of the first and second kind. It is concluded that it is necessary
to extend GOST R 52633.3 with procedures based on taking into account the
asymmetry of the Hamming distances.

bessiee A.B., UBanoB A.U. Kopuees O.B. TumoBas cxema 3amursl
HEUPOCETEBbIX APXMBOB OHMOMETPUYECKHX JAHHBIX HE  KpUNTOrpadUISCKUM
XEIIMPOBAHUEM, TMOCTPOCHHOM HA JIMHEWHBIX PEKYPPEHTAX MOJCYETa KOHTPOJBHBIX
cymm CRC-4 // Tpymsl Hay4HO-TEXHHUUYECKOM KOH(MEPEHIMH KiACcTepa MEH3EHCKHX
NPSANPUATHH, 00eCIIeUNBAONINX BE3OINIACHOCTDb NHOOPMAIIMOHHBIX
TEXHOJIOI'MU. M3patensctBo AO «ITHUDW», Ilenwza—2016, Tom 10, c. 15 — 18
(http:/mamsn.pd/activity/science/BIT/T10—p15.pdf)

[Ipennoxxena TuMoBas cxema 3alMThl TaOdMI OOYYEeHHON HMCKYCCTBEHHOM
HEHPOHHOM CceTH IMyTeéM MHOTOKPATHOI'O X3UIMPOBAHUS AAHHBIX C MCIOJIb30BAHUEM HE
kpuntorpaguueckoit xau-pynkuuun CRC-4. Takoe TexHMYECKOE pelIeHUE MO3BOJISET
CHU3UTh pa3Mep MpOorpaMMHOro oOecnedyeHus B CPaBHEHUM C aHAJOTHYHBIM
TEXHUYECKUM pEIIEHUEM, MOCTPOEHHBIM Ha HCIOJIb30BAaHUU BBI30BA IOJHOLICHHON
Kpunrtorpapuueckoir QyHkuuu xsmupoBaHus. [locnenHee sABifeTCs  BaXKHBIM
¢dakTopoM B clyyae peanu3alMd BCEX BBIYMCICHUA Ha CIEUHUaTIN3UPOBAHHOM
MPOIIECCOPE C HUZKOM Pa3psSIHOCTHIO M MAJIBIM 00BEMOM TTAMSITH.

Bezyaev A.V., Ivanov A.l, Korneev O.V. Typical scheme of protection of
neural network archives of biometric data is not cryptographic hashing built on linear
recurrences of CRC-4 checksums calculation // Proceedings of scientific and technical
conference of the cluster of Penza enterprises providing SECURITY OF
INFORMATION TECHNOLOGIES. Publishing house of JSC "PNIEI", Penza-2016,
Volume 10, p. 15-18

A typical scheme for protecting tables of a trained artificial neural network is
proposed by repeatedly hashing data using non-cryptographic hash function CRC-4.
This technical solution allows you to reduce the size of the software in comparison with
a similar technical solution built on the use of a call to a full cryptographic hash
function. The latter is an important factor in the case of realization of all calculations on
a specialized processor with low bit capacity and low memory capacity.
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HNBanoBa H.A., CepuxoBa F0.U. Cunre3 mpenckaszarens, OICHUBAIOIIECTO
OomuOKYy BBIYUCICHUS MAaTEeMaTHYECKOTO OXXHIAAHHS Ui BBIOOPKH W3 32 TpPHUMEpPOB
onomeTrpuueckoro obOpaza  // Tpyabl HaydHO-TEXHHYECKOW KOH(EpEeHIMH KiacTepa
neH3eHckux npeanpusatuii, ooecneurnBamiux BE3OIMACHOCTb HH®OPMAIIMOHHBIX
TEXHOJIOTUM. Usparensctso AO «[THUDU», Ilensa—2016, Tom 10, c. 19 — 20
(http:/mamsn.pd/activity/science/BIT/T10—p19.pdf)

PaccmarpuBaercs npoOiema HOBBILICHUS TOYHOCTHU BBIYMCIICHUS
MaTeMaTUYEeCKOr0 OXUJaHMs Ha MalblX BBIOOpKAX OHMOMETPUYECKUX JIaHHBIX.
PaccmarpuBaercs  OObIUHBIM  mpencKa3zaTeib, IOCTPOCHHBII HA  anpHOPHOM
nH(popMallMi 0O HOPMAJIbHOM 3aKOHE pachpefiesieHns 3HaueHui. Takol mpenckasareib
JaeT CUMMETPUYHBIM MHTEpBall MpeAcKa3aHus, MWupuHa KoToporo Ha 21.4%
OKa3bIBA€TCsl BBIIIE, YEM CyMMapHas IIMPUHA ACUMMETPUYHBIX JIEBOTO U IPABOrO
MHTEPBAJIOB Ipeacka3anus. [IpennokeHo BbIUUCISITh aCHMMETPUYHbIE MHTEPBAJIbl KaK
MUHUMYM M MaKCUMyM IOJBBIOOPOK, MOJIyYEHHBIX OTOpachlBAHMEM H3 OCHOBHOMU
BBIOOPKH OJTHOTO OTIBITA.

Ivanova N.A., Serikova Y.I. Synthesis of the predictor estimating the error of
calculating the mathematical expectation for a sample of 32 examples of the biometric
image // Proceedings of the scientific and technical conference of the cluster of Penza
enterprises providing SECURITY OF INFORMATION TECHNOLOGIES. Publishing
house of JSC "PNIEI", Penza-2016, Volume 10, p. 19 - 20

The problem of increasing the accuracy of computing mathematical expectation
on small samples of biometric data is considered. An ordinary predictor based on a
priori information about the normal law of distribution of values is considered. Such a
predictor gives a symmetric prediction interval, whose width is 21.4% higher than the
total width of the asymmetric left and right prediction intervals. It is proposed to
calculate asymmetric intervals at least and a maximum of subsamples obtained by
dropping one experiment from the main sample.

Kavaiikun E.WU. Texuuueckue TpeOOBaHUS K CpPEICTBAM aBTOMAaTH3aLUU
9KCIIEPTHOTO aHaJiM3a aBTOPCTBA PYKOIMHUCHBIX TEKCTOB // Tpyasl HaydHO-TEXHHYECKOU
KOH(EpEHIIMK KiacTepa NeH3eHCkux mnpennpustuid, obecneunBatonmx BE3OIMNACHOCTD
WHO®OPMAIIMOHHBIX TEXHOJIOTHM. M3narensctBo AO «ITHUDW», Ten3za—2016,
Towm 10, c. 21 —23 (http://mausu.pd/activity/science/BIT/T10—p21.pdf)

PaccmarpuBaetcs 3amaua GpopMHUpOBaHMS TEXHUUYECKOTO 3aJaHUS HA OIBITHO-
KOHCTPYKTOPCKYIO pa3pabOTKy SKCHEPTHOW CHUCTEMBbI aBTOMATH3WPOBAHHOW OIICHKU
aBTOPCTBA PYKOIMHCHBIX TEKCTOB. [loka3zaHo, 4TO 3TOro Kiacca aBTOMAaTU3WPOBAHHBIC
CUCTEMBI JOJDKHBI BBITIOJHATHCSA B NIBYX HcmojHeHUAX. ChopMymnpoBaHbl OCHOBHBIE
TpeOOBaHUs K CHCTEMaM, OPUEHTUPOBAHHBIM HA HETIOATOTOBIICHHOTO TOJIb30BATENS HE
SIBJISTFOIIIETOCS] DKCIEPTOM-TIOYEPKOBEOM. IJTOT THUI CHUCTEM aBTOMATHU3AIlUU MOXKET
ObITh co3/aH B Buje OecruiatHOoro MHTepHeT pecypca M, CKOpee BCEro, HE CTAHET
MOJTHOIIEHHBIM TTPOTPaAMMHBIM MPOAYKTOM. BTOpOii Kilacc moJg00HBIX CHCTEM JIOJDKEH
ObITh OPHUEHTHPOBAH HA €ro MPUMEHEHHHM IIOJTOTOBJIEHHBIMH  OKCIIEpTaMU-
MMOYEPKOBEAAMH, YTO TO3BOJIsIET (OPMHUPOBATH JJIsI HETO OOJBIINE 0a3bl €CTECTBEHHBIX
OMOMETPHUUECKNX PYKOMHMCHBIX 00pa3oB. Kpome Toro, 3TOT Ki1acc cuCTeM MOXKET OBITh
OPHEHTHPOBAH Ha MPUBJICUCHHUE «OOJIAYHBIX)» BEIYUCIUTEIBHBIX pecypcoB. OTMeuaeTcs
HEOOXOIUMOCTh  OLIGHKH  JOBEPUTEIBHBIX  BEPOATHOCTEH  MPUHUMACMBIX  C
WCIIOJIb30BAHUEM DKCIIEPTHBIX CHUCTEM PEIICHUI TSl 000MX KJIIACCOB CHCTEM.
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Kachaykin E.I. Technical requirements for automation of expert analysis of
authorship of handwritten texts // Proceedings of the scientific and technical conference
of the cluster of Penza enterprises providing SECURITY OF INFORMATION
TECHNOLOGIES. Publishing house of JSC "PNIEI", Penza-2016, Volume 10, p. 21 -
23

The task of forming a technical task for the experimental design of an expert
system for the automated evaluation of the authorship of handwritten texts is
considered. It is shown that this class of automated systems should be performed in two
versions. The basic requirements for systems oriented to an unprepared user who is not
an expert handwriter are formulated. This type of automation systems can be created as
a free Internet resource and, most likely, will not become a full-fledged software
product. The second class of such systems should be oriented toward its application by
trained handwriting experts, which allows it to form large bases of natural biometric
handwritten images. In addition, this class of systems can be focused on attracting
"cloud" computing resources. It is noted that it is necessary to estimate the confidence
probabilities of decisions taken with the use of expert systems for both classes of
systems.

Bsatyanun C.E., HWBanoB A.U. Cummerpusamuss  MHOTOMEPHOM
CTAaTHCTUYECKON MOJICIM CETH KBaJIPATHYHBIX (OPM TPU HCIOJIB30BAHHH MAaJIOTO
o0beMa HMCXOTHBIX OMOMETPHYECKHX JaHHBIX oOpaza «CBoi» // Tpymsl HaydHO—

TEXHUYECKOH — KOH(EPEHUMH —KacTepa IEH3CHCKHMX — NPEANPUATHH,  00ECreYnBaromux
BE3OITACHOCTb HMH®OPMAIMOHHBIX TEXHOJOI'HNU. MWM3pgatensctBo AO
«THUDW», Ilen3a—2016, Tom 10, c. 24 — 26 (http://mamn.pd/activity/science/BIT/T10-

p21.pdf)

PaccmarpuBaercsi cetb Xu-KBanpaT (GyHKIHOHAIOB. [lokazaHo, 4YTO TOJ00HBIE
CCTU KBaJApPaTUIHBIX (i)OpM MOT'YT OBITH CUMMCTPU30BAaHbI, 4 IOCJIC CUMMCTPpHU3allhuN
MOXET OBITh CO3/IlaHa CTATUCTHUYECKAs MOJEIb OMOMETpUYecKoro oOpasza «CBoit». Dta
MOJIENb MTO3BOJISIET MPENICKa3aTh 3HAYEHUE MOPOoTa IS KaKIOTO M3 PacCMaTPUBAEMBIX
KBaJ[PaTUYHBIX (YHKIMOHAJIOB, OOECIIEYMBAIOIICIO 3aJaHHYI0 BEPOSTHOCTH OMIMOOK
nepBoro pojaa. Ilpu BeIUMCIEHMH CpelHEro0 MOIYNSl KOA(PPHUIMEHTOB KOpPpEIsLuu
MIPOUCXOJUT YCpEJHEHHE OMMNOOK KaXKI0T0 M3 YaCTHBIX KOA((ULIHEHTOB KOPPESLUH,
YTO OHKBUBAICHTHO pETYISAPU3AIMH pEIIaeMOl 3aJadydl WM CHIDKEHHIO o0beMma
oOyuaromieil BBIOOPKH.

Vyatchanin S.E., Ivanov A.l. Symmetrization of the multidimensional
statistical model of a network of quadratic forms using a small amount of initial
biometric data of the image "Svoi" // Proceedings of the scientific and technical
conference of a cluster of Penza enterprises that ensure the SAFETY OF
INFORMATION TECHNOLOGIES. Publishing house of JSC "PNIEI", Penza-2016,
Volume 10, p. 24 - 26

We consider a chi-square network of functionals. It is shown that such networks
of quadratic forms can be symmetrized, and after symmetrization a statistical model of
the biometric image "Svoi" can be created. This model allows us to predict the threshold
value for each of the quadratic functionals under consideration, which provides a given
probability of errors of the first kind. In calculating the average modulus of correlation
coefficients, the errors of each of the partial correlation coefficients are averaged, which
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is equivalent to the regularization of the problem being solved or to a decrease in the
volume of the training sample.

Cepuxosna 10.U., bannbix A.I'. bunopmainbHas peryaspu3anus OleHKU Yuciia
c1abo KOppenupOBaHHBIX JaHHBIX OMOMETpUYecKoro oOpaza «CBoi» // Tpymsl HaydHO—

TEXHHUYECKOW KOH(EpEHIMH KIacrepa IEH3EHCKHX MPEINpUATHH, 00eCreunBaromnX
BE3OITACHOCTh HH®OPMAINMOHHBIX TEXHOJIOTUN. Wzparenscteo AO
«THUDW», Ilen3a—2016, Tom 10, c. 27 — 30 (http://mamn.pd/activity/science/BIT/T10-

p27.pdf)

PaccmarpuBaeTcsi 3amaya oneHKH ci1ab0 KOPPETUPOBAHHBIX OMOMETPUUYECKHX
JTaHHBIX OMoMeTpuueckoro obpasa «Coit». [lokasaHo, 4TO BepIIMHA paclpeaeIeHUs
K03(h(UILIMEHTOB KOPPENIALUN UMEET MPOBaJl [0 CPABHEHUIO C JaHHBIMU HOPMaJIbHOTO
3aKOHa pacnpezeneHus 3HaueHuil. [IpennoxkeHo onuceiBaTh pacipeieieHue peaabHbIX
JAHHBIX CMECBIO JIBYX HOPMAJIbHBIX 3aKOHOB pAcHpeesIeHUs 3HAYEHUN CIBHUHYTBIX
OTHOCHUTEJIbHO LIEHTPaJbHOM TOUKU. JlaH (parMeHT mporpaMmbl, OCYLIECTBIISIOLICH,
paccMmarpuBaeMoe craTuctuueckoe npuOmmkenue. [IpeanoskeHHble BbIUUCIUTENbHBIE
MpoLEAYpbl JAIOT yBEJIMYEHHE NIPE/ICKa3aHHOro 4YHciaa IapaMeTpoB co  ciaaboit
Koppesiiueit mpumepHo Ha 10%.

Serikova Y.I., Bannykh A.G. Binormal regularization of the estimation of the
number of weakly correlated data of the biometric image of "Svoi" // Proceedings of the
scientific and technical conference of the cluster of Penza enterprises providing
SECURITY OF INFORMATION TECHNOLOGIES. Publishing house of JSC
"PNIEI", Penza-2016, Volume 10, p. 27 - 30

The problem of estimating weakly correlated biometric data of the biometric
image "Svoi" is considered. It is shown that the peak in the distribution of the
correlation coefficients has a dip compared with the data of the normal law of
distribution of values. It is proposed to describe the distribution of real data by a
mixture of two normal distribution laws shifted relative to the central point. A fragment
of the program implementing the statistical approximation under consideration is given.
The proposed computational procedures give an increase in the predicted number of
parameters with a weak correlation by approximately 10%.

Ieppuaos K.A. CpaBHeHHE MOIIHOCTH KPUTEPUEB CPETHETO T€OMETPHUECKOTO
MIPU WX UHTETPATLHOM W MHTErpo-AuddepeHInaIbHOM UCTIOTHEHUH // Tpympl HayqHO—

TEXHUYECKOH ~ KOH(EPEHUMH —KacTepa IEH3CHCKHMX — NPEANPHUATHH,  00ECreYnBaromux
BE3OIIACHOCTb HWH®OPMAIMOHHBIX TEXHOJIOI'HNU. MWM3garensctBo AO
«THUDW», Ilen3a—2016, Tom 10, c. 31 — 34 (http://mamn.pd/activity/science/BIT/T10-

p3L.pdf)

B pabote noka3zaHo, 4TO CTaTUCTUUECKUM KPUTEPHUI CPETHET0 T€OMETPHUUECKOTO
(GYHKIMI BEPOSITHOCTH paclpeieseHus] JaHHbIX MaJlol BBIOOPKHM OKa3bIBaeTcs ciiabee
aHAJIOTMYHOTO KPUTEpHUs, TOCTPOEHHOTO KaK MpPOU3BeleHUE (YHKUUU BEPOATHOCTU U
IUIOTHOCTH pacrpeaeneHus: PyHKUUN BEPOATHOCTU. B cTaTtbe 3TOT (akT 10Ka3bIBaeTCs
U1 BBIOOPOK, COCTOSIIMX U3 36 onbITOB. UNCIIEHHOE MOJSINPOBAHUE NTOKA3bIBAET, YTO
MHTETPAIbHBIA BapUAHT KPUTEPHUS CPEAHETO I'€OMETPUYECKOIO MO3BOJISET PA3IUYATH
HOPMaJIbHBIH M pPaBHOMEPHBIN 3aKOH pacHpelesieHHs 3HAYeHUH Masioil BBIOOPKH C
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PaBHOBEPOSATHBIMU 3HAYEHHUSIMH OLIMOOK mepBoro u Broporo poxaa 0.223. HWurerpo-
nuddepeHnranbHbli BAPUAHT 3TOrO0 K€ KpuTepus aaer 3HayeHus: Prg= 0.045, uto B 5
pa3 ayumre. C poctoM 00beMa TECTOBOM BBIOOPKU BBIMTPHILI YBEIHMUHUBAETCS.

Perfilov K.A. Comparison of the power of the average geometric criteria for
their integral and integro-differential execution // Proceedings of the scientific and
technical conference of the cluster of Penza enterprises that ensure the SAFETY OF
INFORMATION TECHNOLOGIES. Publishing house of JSC "PNIEI", Penza-2016,
Volume 10, p. 31 - 34

It is shown that the statistical criterion of the average geometric probability
distribution function of a small sample is weaker than the analogous criterion
constructed as the product of the probability function and the probability distribution
density function. In the article this fact is proved for samples consisting of 36
experiments. Numerical modeling shows that the integral variant of the geometric mean
criterion makes it possible to distinguish between the normal and uniform law of
distribution of values of a small sample with equiprobable values of errors of the first
and second kind 0.223. The integro-differential variant of the same criterion gives
values of Pgg = 0.045, which is 5 times better. With the increase in the volume of the
test sample, the winnings increase

Kanammukos .M., 3axapos O.C., AxmetroB b.b., [1amenko I.B. Co3ganune
cpensl MmogenupoBanus «buoHelipol'onoc», opueHTHpPOBaHHOI HAa 00yueHHe OONbIINX
UCKYyCCTBEHHBIX HeWpoHHbIX ceTeil anroputmoMm ['OCT P 52633.5 npu BbinosiHEHUU
ma00paTOpHBIX pabOT PYCCKOS3BIYHBIMU CTYACHTAMH YHHUBEPCHUTETOB Poccum,
bemapycu u Kazaxcrama  // Tpympl Hay4HO-TEXHHYECKOHM KOH(EpEHIMH KiacTepa
MEH3EHCKUX NpENPUITHH, 00eCIeunBarOIINX BE3OINIACHOCTbDb
HHO®OPMAIIMOHHBIX TEXHOJIOTHUM. Uznarenscreo AO «ITHUDU», Ienza—2016,
Towm 10, c. 35— 39 (http://mausu.pd/activity/science/BIT/T 10—p35.pdf)

B cratbe paccmarpuBaercs BONpPOC O CO3JAaHMM MPOTPAMMHOM  Cpeibl
MoaenupoBanus «buoHelpol'onoc» mno aHasormum ¢ yKe CO3QAHHOW cpenou
MoenupoBanust «buoHeiipoABTorpad». Otrmedaercs nemeBu3Ha MHKPO(GOHOB Kak
CpelcTBa BBOJIa TOJI0COBOM OmomeTpun ctanaaptHbeiMu cpeactBamu OC Windows. 310
MO3BOJISIET 0’KMJIATh IIMPOKOIO MPUMEHEHHUS], CO3/1aBa€MOI0 MIPOrPaMMHOTO MPOAYKTa.
Jana mnpopabGoTka ¢parMeHTOB uHTepdeiica BBOJA TOJOCOBBIX JaHHBIX IS HX
nocienyomen  HelpocereBoir  0o0paboTrku. HoBoe  mporpamMmmHOe  cpencTBO
OpUEHTUPOBAHO Ha CBOOOJIHOE MCIOJIb30BaHUE yHUBepcuTeTamu Poccuu, benopyccun
n Kazaxcrama mnpu mnpenojaBaHWM JIWCLHMILIMH, CBSA3aHHBIX C HEHUPOCETEBOU
00paboTKOI OMOMETPUYECKUX JaHHbBIX.

Kalashnikov D.M., Zakharov O.S., Akhmetov B.B., Pashchenko D.V.
Creation of modeling environment "BioNeyroGlos", focused on training large artificial
neural networks by the GOST R 52633.5 algorithm in the laboratory work of Russian-
speaking students of Russian, Belarusian and Kazakh universities // Proceedings of the
scientific and technical conference of the cluster of Penza enterprises providing
SECURITY OF INFORMATION TECHNOLOGIES. Publishing house of JSC
"PNIEI", Penza-2016, Volume 10, p. 35 - 39
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The article considers the question of creating a software environment for
modeling "BioNeiroGlos" by analogy with the already created modeling environment
"BioNeyroAvtograf." The cheapness of microphones as a means of inputting voice
biometrics by standard means of Windows OS is noted. This allows us to expect a wide
application, the created software product. The development of fragments of the interface
for entering voice data for their subsequent neural network processing is given. The new
software is aimed at free use by universities in Russia, Belarus and Kazakhstan when
teaching disciplines related to neural network processing of biometric data.

Ouun A.Il., Kopnees O.B. OrueHka >HTpONHUU JIETKO 3alIOMHHAEMBIX,
JUIMHHBIX maposeit co cMmbicioM B ASCII xoaupoBKke mjisi pyCCKOTO W aHTIUHCKOTO
SI36IKOB  // Tpympl HayIHO—TEXHHUYCCKON KOH(EPEHIMH Ki1acTepa MEH3EHCKUX MPEINPHSTHIA,
obecrieunBaromux  BE3OITACHOCTh HWH®OPMAIIMOHHBIX TEXHOJIOTHM.
WznatensctBo AO  «[IHUBOU»,  Ilen3a—2016, Tom 10, c 40 42
(http:/mamsn.pd/activity/science/BIT/T10—p40.pdf)

B paborte mnokazaHo, YTO OBICTpbIE aNTOPUTMbI BBIYMCIEHUS SHTPOIUU
OCMBICJICHHBIX TEKCTOB B IPOCTPAHCTBE PACCTOSIHUM XAMMHUHra AT 3HAUUTEIbHYIO
METO/IMYECKYIO OIIMOKY, €CIM BECTH IMOJICYET PACCTOSIHMM B JBOMYHOM CHCTEME.
[TonyuaroTcs CIMIIKOM ONTUMHMCTUYHBIE OLEHKU. MeTtoanyeckas omuOKa HcUe3aer,
€ClIi paccTOsIHUS XAOMMMHIA BBIUUCIATH B 8-MU OUTHOM KOJUPOBKE 1O MOIYIIO 256.
OmunOka B BbIOOpE crioco0a BBIUMCIEHUS PACCTOSIHUM XAIMMUHIa NPUBOAUT K 3P (deKTy
JIOKAJIbHOTO XJIIUPOBAaHUS JAaHHBIX, MPHUBOIALICTO K 3aBBINICHUIO 3HAYCHUN OIEHKHU
SHTPOIINH.

Yunin A.P., Korneev O.V. Estimation of the entropy of easily remembered,
long passwords with meaning in ASCII encoding for Russian and English languages //
Proceedings of the scientific and technical conference of the cluster of Penza enterprises
providing SECURITY OF INFORMATION TECHNOLOGIES. Publishing house of
JSC "PNIEI", Penza-2016, Volume 10, p. 40 - 42

The paper shows that fast algorithms for calculating the entropy of meaningful
texts in the Hamming distance space give a significant methodological error when
counting distances in the binary system. The results are too optimistic. Methodological
error disappears if the Hamming distances are calculated in 8-bit encoding modulo 256.
An error in choosing the method of calculating Hamming distances leads to the effect of
local hashing of data, leading to an overestimation of the values of the entropy estimate.

Be3sieB A.B. OueHka BbIMIpbIIIA OT MCHOJIb30BaHUSl (PparMEHTOB KBAHTOBOM
CYNEPIIO3UIIUU TPU  KOPPEKTHUPOBKE OMIMOOYHBIX COCTOSIHHMM  HEMPOCETEBOTO
npeobOpazoBatesisi OMOMeTpusi-KoJ // Tpyasl HaydIHO—-TEXHUUECKON KOH(EPEHIMU KiiacTepa
neH3eHckux npeanpusatuii, ooecneurnBamiux BE3OIMMACHOCTb HH®OPMAIIMOHHBIX
TEXHOJIOTUN. UspatensctBo AO «[THUDU», Ilensa-2016, Tom 10, c. 43 — 46
(http:/mHmsu.pd/activity/science/BIT/T10—p43.pdf)
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[TokazaHo, 4ToO pHU KOPPEKTUPOBKE pa3psna koaoB «CBoi» myrem nepedopa ux
BO3MOXHBIX COCTOSIHUII HET CMbIC/ia NMPUHUMaTh BO BHMMaHHE Bce pas3psiibl. boiee
1e1ecoo0pa3Ho BBIIEIUTH TOJIBKO HECTaOUIIbHbIE pa3psaabl koga «CBoi» U nepeduparh
TOJIBKO MX COCTOSIHMSL. OTO MO3BOJISIET CHU3UTH 3aTpPaThl BBIUMCIHUTEIBHBIX PECYPCOB
Ha HECKOJbKO mopsakoB. IlpuBenena cxema  0€30MacHOrO  PEKYpPCHUBHOIO
(hopMHUpOBaHMS ATATIOHHBIX X3II-OCTATKOB KOJOB, NPEAHAa3HAUYEHHBIX ISl BBISBICHUS U
KOPPEKTUPOBKU MAJIOr0O YKCiIa ONIMOOK.

Bezyaev A.V. Evaluation of the gain from the use of fragments of quantum
superposition in the correction of erroneous states of the neuronet converter biometry-
code // Proceedings of the scientific and technical conference of the cluster of Penza
enterprises that ensure the SAFETY OF INFORMATION TECHNOLOGIES.
Publishing house of JSC "PNIEI", Penza-2016, Volume 10, p. 43 - 46

It is shown that when adjusting the discharge of "Svoi" codes by enumeration of
their possible states, it makes no sense to take into account all the digits. It is more
expedient to select only unstable digits of the code "Svoi" and to sort out only their
states. This allows you to reduce the cost of computing resources by several orders of
magnitude. The scheme of safe recursive formation of standard hash-remnant codes
intended for detection and correction of a small number of errors is given.

CepuxkoB A.B., HBanoB A.U. IlepcnexktuBa coO3/1aHUsA HEHPOCETEBBIX
UJCHTU(PUKATOPOB YPOBHS CJIa0BIX KOPPEISILIMOHHBIX CBA3EH C OOJIBIINM YHCIOM CEeTel
U BBIXOJHBIX COCTOSSHMA  // Tpyabl HaydHO-TEXHHYECKOW KOH(EPEHIMH Kiacrepa
neH3eHckux npeanpusatuii, ooecneurnBaminux BE3OIMMACHOCTb HH®OPMAILIMOHHBIX
TEXHOJIOTUH. WspatensctBo AO «[IHUDW», Iensa—2016, Tom 10, c. 47 — 51
(http:/mHusn.pd/activity/science/BIT/T10—p47.pdf)

PaccmarpuBaercs mpobiieMa BBISBICHHUS CIIa0BIX KOPPEJSILUMOHHBIX CBs3el
MaJoi BBIOOpKU OMoMeTpuueckux napamerpoB. [lokazaHo, yTo ommOKa BBIYMCIICHUS
HYJIEBbIX 3HAUEHUN KOA(PPUIMEHTOB KOPPEISILMU OKa3blBa€TCd MHOTO OOJbIlE, YeM
OLIMOKU BBIYUCIEHUSA KO3(PPUIMEHTOB KOPpENLUU, OTIMYHBIX OT Hyas. CrenaHo
MIPENIOJIOKEHUE O TOM, YTO HEWPOCETEeBON aHaIM3 JABYXMEPHBIX HOPTPETOB TOYEK,
OTOOpaXaroNIUX COCTOSIHUS Tap OWOMETPUYECKHX JaHHBIX, OyneT naBath OoJiee
TOYHBIE pEe3yJIbTaThl, YeM Kiaccuka. [locieqHee OTKpbhIBa€T BO3ZMOKHOCTH CHIKEHHUS
OIMOOK BbIYMCIEHUS KOA((ULIMEHTOB KOppeIsiuu 3a cueT Oosiee CII0KHON
HelpoceTeBoil 00padOTKH TaHHBIX.

Serikov A.V., Ivanov A.l. The prospect of creating neural network identifiers
for the level of weak correlation links with a large number of networks and output states
/I Proceedings of the scientific and technical conference of the cluster of Penza
enterprises providing SECURITY OF INFORMATION TECHNOLOGIES. Publishing
house of JSC "PNIEI", Penza-2016, Volume 10, p. 47 - 51

The problem of revealing weak correlation links of a small sample of biometric
parameters is considered. It is shown that the error in calculating the zero values of the
correlation coefficients turns out to be much larger than the errors in calculating the
correlation coefficients that are different from zero. The assumption is made that the
neural network analysis of two-dimensional portraits of points displaying the states of
pairs of biometric data will yield more accurate results than the classics. The latter
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opens the possibility of reducing errors in calculating correlation coefficients due to
more complex neural network processing of data.

I'onuapos C.M., bopmeBHuxoB A.E., IlonoBunko A.C. ['enepatop
CUHTETHYECKUX 00pa3oB  3JeKTpodHIEhaTorpaMM aKTUBHOCTH TOJOBHOTO MO3Ta,
WCIIONB3YEMBIM JUIsl YBETWYCHHUS Pa3MEpPOB TECTOBBIX W OOydYarOMIMX BBIOOPOK
OMoOMeTpUYeCKNX HaHHBIX  // Tpympl HaydHO—TEXHHYECKOW KOH(EPEHIMH KiiacTepa
neH3eHckux npeanpusatuii, ooecneurnBaminux BE3OIMACHOCTb HH®OPMAIIMOHHbBIX
TEXHOJIOTUI. WsnatensctBo AO «I[THUPW», Ilen3a—2016, Tom 10, c. 52 — 57
(http://mamu.pd/activity/science/BIT/T10—p52.pdf)

PaccmarpuBaetcst 3aada yBeIU4eHHS pa3MepoB 0a3 OMOMETpUUYECKUX 00pa3oB
ANIEKTpO3HIIeaorpaMM IMyTeM MNPUMEHEHHs MOP(UHI CKpeluBaHUS 00pa3oB-
poauTene W MojgydeHus: o0pa3oB-MOTOMKOB. OTMmeudaeTcss 3PPEeKTUBHOCTH MPOLIETYP
MOPQUHI CKpELIUMBaHUs s OMOMETpUYECKHMX OOpa3oB  3JIEKTpOIHIE(aIorpamm,
MOJTyYCHHBIX MPH TPEIbSBICHHH HCIBITYeMOMY OJUHOYHBIX HecaTHuHbIX mudp 0, 1,
2,..., 9 Ha aKpaHe KommbloTepa. BrepBeie nokazana 3(QeKTUBHOCTH MpoLexyp
CHUHTE3a UCKYCCTBEHHBIX Onomerpuyeckux oopazoB no 'OCT P 52633.2 s oOpazoB
anekTposnnedanorpamm. [lano o0oOmeHne pe3yapTaToB Ha Mapbl CHMBOJIOB U TPONKH
CHMBOJIOB.

Goncharov S.M., Borshevnikov A.E., Polovinko A.S. The generator of synthetic
images of electroencephalograms of brain activity, used to increase the size of test and
training samples of biometric data // Proceedings of the scientific and technical
conference of the cluster of Penza enterprises providing SECURITY OF
INFORMATION TECHNOLOGIES. Publishing house of JSC "PNIEI", Penza-2016,
Volume 10, p. 52 - 57

The problem of increasing the size of the bases of the biometric images of
electroencephalograms is considered by applying morphing of parent-parent images and
obtaining images of descendants. The effectiveness of morph crossing procedures for
biometric images of electroencephalograms obtained by presenting to the subject single
decimal digits 0, 1, 2, ..., 9 on the computer screen is noted. For the first time, the
efficiency of procedures for synthesizing artificial biometric images according to GOST
R 52633.2 for images of electroencephalograms is shown. A generalization of the
results to pairs of symbols and a triplet of symbols is given.

Edpumor O.B. IlepcneKkTuBbl MIMPOKOTO HCIOJB30BAHMUS  3alIAIIECHHBIX
OMOMETPHUUECKNX TEXHOJIOTUN B OTBETCTBEHHBIX IPAXKIAHCKHUX MPUIIOKEHUAX // Tpympt
HAyYHO—TEXHHYECKOH KOH(]epeHIHn KiacTepa MEH3eHCKHX NPEANPHATHIA, oOecreurnBatonmux
BE3OIIACHOCTh HMH®OPMAIIMOHHBIX TEXHOJIOTHM. WzmatensctBo AO
«THUDW», Ilenza—-2016, Tom 10, c. 58 — 59 (http:/mumdu.pd/activity/science/BIT/T10—

p38.pdf)

PaccmaTtpuBaroTcsi OTBETCTBEHHBIE NpUiIokeHUust ouomerpun. IloguepkuBaercs
BBICOKMII YpOBEHb CTaHIApTU3allMKd HeHpoceTeBOol OUMOMETpuHu, oOecreyeHHbIN
yewmusimu uineHoB TK 362 «3amura nnpopmanmm». CtaBuTcsa 3amada pa3pabOTKH
JOKYMEHTOB, pErjaMeHTHPYIOIIUX pa3IMYHble aCIEeKThl KPUNITOrpapruuecKOr 3alUTh
MEPCOHAIBHBIX ~ OMOMETPUYECKHX JAHHBIX, pPa3sMEIICHHBIX B  HEHpPOCETEeBBIX
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KOHTeHHepax. JlaH nepeyeHb OTBETCTBEHHBIX IMPUJIOKEHUN OMOMETpUH, T'/Ie 0COOCHHO
OCTpPO  CTOMT TmpobiieMa CTaHJApTU3ALMM  KPUOTOrpapUUEecKUX MEXaHHU3MOB,
3alUIIAIOMIMX OMOMETPHIO MOJIB30BATEI.

Efimov O.V. Prospects for the widespread use of secure biometric technologies
in responsible civil applications // Proceedings of the scientific and technical conference
of the cluster of Penza enterprises that ensure the SAFETY OF INFORMATION
TECHNOLOGIES. Publishing house of JSC "PNIEI", Penza-2016, Volume 10, p. 58 -
59

Responsible applications of biometrics are considered. High level of
standardization of neural network biometrics, ensured by the efforts of the members of
TC 362 "Information Protection", is underlined. The task is to develop documents
regulating various aspects of cryptographic protection of personal biometric data located
in neural network containers. The list of responsible applications of biometrics is given,
where the problem of standardization of cryptographic mechanisms protecting the user's
biometrics is especially acute.

CyaaBko A.E, KoBanpuyk A.C., CemenoBa 3.B., Ocunos C.C.
Unentuduxanys (GyHKIMOHAIBHOTO COCTOSHUSI BOJAWTENEH TPAHCIIOPTHBIX CPENCTB C
Y4€TOM OTKJIOHEHUW HabmoaeMoil BaprualenbHOCTH cepliedyHoro putMma // Tpymsr

HAyYHO—TEXHHUYECKOH KOH(]epeHIH KiacTepa MEeH3eHCKHX NPEANpPHUATHA, o0ecIeunBaIOIINX
BE3OINACHOCTb HH®OPMAIIMOHHBIX TEXHOJOI'MU. MWH3pareasctBo AO
«THUDW», Ilenza—-2016, Tom 10, c. 60 — 62 (http:/mumdu.pd/activity/science/BIT/T10—

p60.pdf)

PaccmarpuBaercsi mpoGiieMa KOHTPOJISI COCTOSIHHST BOJUTENS TPAHCHOPTHOTO
CpeICTBa MyTeM aHalin3a OMOMETPUYECKHMX OCOOEHHOCTEH paboThl €ro cepiaua Ipu
MPOXOXKICHAH TPEAPEHCcCOBOr0 KOHTpOJs.  [IpeaoKeHO HCIOoJb30BaTh pelIarolee
npaBuiao baiieca, MHOTOKpPaTHO TPUMEHEHHOE K OJTAaJOHHBIM U TIPOBEPSEMBIM
OonoMeTpudeckuM TaHHBIM. OIMMOKYA MTPHHUMAEMBIX PEIICHUH HAXOMATCS B WHTEPBAJIC
or 1,6% nmo 14,7%. buomerpuueckne maHHble pabOTHl cepAla IUTAHUPYETCS
00BEIMHUTD C JAHHBIMH TETUIOBOTO M300paXKeHUS JIMIIA BOAUTEIIS.

Sulavko A.E., Kovalchuk A.S., Semenova Z.V., Osipov S.S. Identification of
the functional state of drivers of vehicles taking into account deviations of the observed
heart rate variability // Proceedings of the scientific and technical conference of the
cluster of Penza enterprises providing SECURITY OF INFORMATION
TECHNOLOGIES. Publishing house of JSC "PNIEI", Penza-2016, Volume 10, p. 60 -
62.

The problem of control of the driver's state of a vehicle by analyzing the
biometric features of the work of his heart during pre-trip control is considered. It is
proposed to use the Bayesian decision rule, repeatedly applied to the reference and
verified biometric data. The errors in the decisions made range from 1.6% to 14.7%.
Biometric data of the heart work is planned to be combined with the thermal image data
of the driver's face.
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Jlo:xknukoB II.C., CyanaBko A.E., ToakaueBa E.B., Kymaxkanoa C.C.
Pacnio3naBanue BoauTenel U olleHKa UX (QYHKIIMOHAIBHBIX COCTOSIHUN 10 OOBIYHOMY U
TEIUIOBOMY M300pakeHHsIM Juia // Tpyapl HaydHO—TEXHHUYECKON KOH(EpEHIMH KiiacTepa
neH3eHckux npennpusatuii, ooecneurnBamiux BE3OIMACHOCTb HH®OPMAIIMOHHbBIX
TEXHOJIOTUN. UspatensctBo AO «[ITHUDU», Ilensa-2016, Tom 10, c. 63 — 65
(http://mamu.pd/activity/science/BIT/T10—p63.pdf)

PaccmarpuBaercst 3amaua  OMOMETPUYECKOM  OLEHKHM  (YHKIMOHAJIBHOIO
(mcuxo(pU3UUECKOro) COCTOSHUSL BOJIUTENS IIYTEM aHajiu3a OOBIYHOTO HM300paKeHUs
€ro Jjuila B BUJAMMOM CBET€ M HMH(pakpacHOro muszoOpaxeHus. llpuMeHsnuch cetu
¢yukuuonanos  Ilupcona,  OpHeHTHpOBaHHbIE  HA  BBISBICHHE  MOJIYJEH
KOPPEJSUOHHBIX CBA3eH Ha ypoBHE 3HaunMocTu 0.3. Tak ke ObLIM HCCIe10BaHbl CETU
XU-MOAynb (yHKIuoHaNoB. O0a TUNA aHAIM3UPYEMbIX CETeM CpaBHUBAJINCH IPU
peamuzanuu 50 u 200 GyHKIIMOHAIOB (HEMPOHOB), UMEIOIINX PA3HOE YHUCIO BXOOB.
Jan rpaduk, Mo3BOJISIONIMI CPaBHUBATH JAHHBIE 10 MPUOIMKEHUIO PAaBHOBEPOSTHBIX
3HAYEHUH OLINOOK.

Lozhnikov P.S., Sulavke A.E., Tolkacheva E.V., Zhumzhanova S.S.
Recognition of drivers and assessment of their functional states by ordinary and thermal
images of the face // Proceedings of the scientific and technical conference of the cluster
of Penza enterprises that ensure the SAFETY OF INFORMATION TECHNOLOGIES.
Publishing house of JSC "PNIEI", Penza-2016, Volume 10, p. 63 - 65

The task of biometric evaluation of the functional (psychophysical) state of the
driver is considered by analyzing the usual image of his face in visible light and infrared
image. The networks of Pearson's functionals were used, aimed at identifying
correlation correlation modules at a significance level of 0.3. The networks of chi-
moduli of functionals were also investigated. Both types of analyzed networks were
compared with the realization of 50 and 200 functionals (neurons) having different
number of inputs. A graph is given allowing to compare data on the approximation of
equiprobable error values.

AdanacseB A.A. HenpepriBHast ayTeHTU(UKALMS JTETUTUMHOTO MOJIb30BaTEINS
CEeTH CBSI3U, ONHUPAIONIAsACA HAa HWCIOJb30BaHUE JIMYHOCTHBIX OCOOCHHOCTEU
HU3KOCKOPOCTHOTO KOJMPOBAHUSI PEUYEBBIX MAHHBIX // Tpyabl HaydHO-TEXHHUYECKOU
KOH(EpEHIIMK KJacTepa NeH3eHCKuXx mnpennpustuii, odecneunBatonmx BE3OINACHOCTD
WHO®OPMAIIMOHHBIX TEXHOJIOTHM. M3narensctBo AO «ITHUDW», Ten3za—2016,
Tom 10, c. 66 — 73 (http://mumdu.pd/activity/science/BIT/T10-p66.pdf)

PaccmarpuBatorcss cpeicTBa pedeBOM  CBS3M, OOECIIEUMBAIONINE BBICOKUU
YpOBEHb C)KaTHs Tosoca Ul ero HupoBOM mepenayu MO IUIOXMM KaHajlaM CBS3H.
[Tokazano, uro BekTopa K0A0BoM KHUTH CELP-1o100HbIX anroputMoB 00pabOTKH peuu
C pa3HOM 4YacTOTOM, BOCTPEOYIOTCS NpPU BOCCTAHOBJIEHHM PEYM PA3HBIX JAUKTOPOB.
AHanu3upysi MHTEHCUBHOCTb 3alPOCOB BEKTOPOB KOJIOBOW KHHMIHU YIAe€TCsl MOCTPOUTH
MOPTPET TOJIOCOBBIX OCOOEHHOCTEM JIMYHOCTU TOBOPSILEro. ODTO  OTKpPHIBAET
BO3MOXHOCTh CO3JaHMSI CHCTEM HWICHTHU(PHUKAIMU JIMYHOCTH TOBOPSILEro Ha
IIPOM3BOJILHOM PEYEBOM NOTOKE. JlOMOIHUTENbHbIE TEXHUYECKUE BO3MOXKHOCTH MOTYT
OBbITh PEaTM30BaHbl HA CTAPOM IMAPKE TEXHUYECKUX CPE/ICTB peuerpeoOpa3oBaHusl.
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Afanasyev A.A. Continuous authentication of a legitimate user of the
communication network, based on the use of personal characteristics of low-speed
coding of speech data // Proceedings of the scientific and technical conference of the
cluster of Penza enterprises providing SECURITY OF INFORMATION
TECHNOLOGIES. Publishing house of JSC "PNIEI", Penza-2016, Volume 10, p. 66 -
73

The means of voice communication providing a high level of voice compression
for its digital transmission over poor communication channels are considered. It is
shown that the codebook vectors of CELP-like speech processing algorithms with
different frequencies are in demand when speech of different speakers is restored.
Analyzing the intensity of requests for codebook vectors, it is possible to construct a
portrait of the voice characteristics of the speaker's personality. This opens the
possibility of creating systems for identifying the speaker's personality on an arbitrary
speech stream. Additional technical capabilities can be realized at the old park of
technical means of speech conversion.

IMaBioB M.A., CekperoB M.B. OO6e3nuuuBaHue NEPCOHAIBHBIX JIAHHBIX
MAIMEHTOB C HCIOJBb30BAHUEM  «HEUYETKUX OKCTPAKTOPOB» WM HEHWPOCETEBBIX
npeobpaszoBaTesieli OMOMETPUU B IJIMHHBIN KOJI MEpe] UX pa3sMEIICHHEM B 00JIauHBIX
XpaHwiumax  // Tpyobl HaydHO-TEXHHYECKOW KOH(MEPECHIIMH KiacTepa IEH3EHCKUX
NPEANPUATHH, 00eCIIeUNBAONINX BE3OIIACHOCTDb NHOOPMAIIUMOHHBIX
TEXHOJIOTUI. WsnatensctBo AO «I[THUPW», Ilen3a—2016, Tom 10, c. 74 — 77
(http://mamu.pd/activity/science/BIT/T10—p74.pdf)

PaccmarpuBaercss 3amada  3amuThl  [IEPCOHANBHBIX  JAHHBIX — Yepe3 UX
00e3TMYMBaHUE JBYMs TEXHOJIOTHUSIMHU: TEXHOJIOTHEH «HEYETKHUX OSKCTPAKTOPOB» H
TEXHOJIOTHEH TIPUMEHEHHUS HEHpPOCETEBBIX MpeoOpazoBaTeneii  OMOMETPHS-KO/I.
[Toxazano, 49TO, NpPUBEAEHHBIE B CTaTbe JBE OJOK-CXEMbI pealn3allH Ipolecca
00e3MYMBaHMsI, WMEIOT CYIIECTBEHHBbIC pasznuuus.  [lomdyepkuBaercs, dYTO TIpH
00e3TMYMBAaHUM  DJICKTPOHHBIX ~ MEIUIMHCKMX JIOKYMEHTOB C TIallMEHTa HET
HeoOXoIuMoCTH OpaTh corjlaci€ Ha o00pabOTKy €ero mepCOHAIbHBIX JaHHBIX.
CHmxkaercss M”HPOPMALMOHHAS [IEHHOCTH JUISI TPETBUX JIMI 0a3 JaHHBIX MEIUIIMHCKUX
YUPEKICHUM.

Pavlov M.A., Secretsov M.V. Anonymization of patients' personal data using
"fuzzy extractors" or neuronet biometric converters into long code before placing them
in cloud storage // Proceedings of the scientific and technical conference of the cluster
of Penza enterprises providing SECURITY OF INFORMATION TECHNOLOGIES.
Publishing house of JSC "PNIEI", Penza-2016, Volume 10, p. 74 - 77

The problem of protection of personal data through their depersonalization by
two technologies is considered: the technology of "fuzzy extractors" and the technology
of application of neuronet converters of biometry-code. It is shown that the two block
diagrams of the process of depersonalization presented in the article have significant
differences. It is emphasized that in the de-identification of electronic medical
documents from the patient, there is no need to agree to the processing of his personal
data. Information value of third-party databases of medical institutions is reduced.
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I'azun A.U., AxmeroB b.B., CepuxoB A.B., CepuxoBa IJ.U. Ouenka
COOTHOUIEHUSI METOINYECKON M CIIy4allHOM COCTABIIAIOIIMX ITOIPEIIHOCTH BBIYHACICHUS
KO3 PHUIMEHTOB KOPPETALUU TSI MAJIBIX BEIOOPOK OMOMETPUYECKUX NaHHBIX // Tpymsl

HAyYHO—TEXHHYECKOH KOH(]epeHIMH KiacTepa MEeH3eHCKHX NPEANPHATHIA, oOecreunBalonmux
BE3OIIACHOCTh MH®OPMAIIMOHHBIX TEXHOJIOTUM. W3marensctBo AO
«THUDW», Ilenza-2016, Tom 10, c. 78 — 83 (http://mumdu.pd/activity/science/BIT/T10—

p78.pdf)

[TokazaHo, YTO MpU MaJIbIX 3HAYEHUSIX MOJYJS OLlEHHBaeMoro koddduunenra
KOPPEJSLUU CilydaiiHas COCTaBJISIOUIAasl MOTPEIIHOCTH OKa3bIBAa€TCSI MHOTO BBILIE €€
METOAUYECKON cocTaBisitomiel. Jlii KOppesIIMOHHBIX KO3(PQUIHEHTOB ¢ OO0IbIINM
3HAYEHUEM MOJYJIsl MOJIOKEHUE MEHSIETCs, CilydaiiHas COCTaBJIAIONIAs YMEHbIIAETCs, a
METO/AMYECKasl MOrPEUIHOCTh yBeIrunBaercs. JJlaHo npubnmxeHne nojauHOMOM BTOPOI
CTENIEHH METOJIMYECKON COCTaBISAIOLIEH IOTPEIIHOCTH, HCIOJb3yeMOe IpU ee
YaCTUYHOM KOMIIEHCALlUU. VYTBepxkaaercs, 4YTO CBsI3U 0ObeMa BBIOOPKU C
KBaJIpaTUYHBIM KOPPEKTUPYIOUIUM IOJMHOMOM XOPOIIO OIKCHIBAeTCS Turepoosoin
crenenu 1.29.

Gazin A.l.,, Akhmetov B.B., Serikov A.V., Serikova Y.I. Estimation of the
ratio of the methodological and random components of the error in calculating the
correlation coefficients for small samples of biometric data // Proceedings of the
scientific and technical conference of the cluster of Penza enterprises providing
SECURITY OF INFORMATION TECHNOLOGIES. Publishing house of JSC
"PNIEI", Penza-2016, Volume 10, p. 78 - 83

It 1s shown that for small values of the modulus of the estimated correlation
coefficient, the random component of the error is much higher than its methodological
component. For correlation coefficients with a large value of the module, the position
changes, the random component decreases, and the methodical error increases. The
polynomial of the second degree is approached by the methodological component of the
error, used for its partial compensation. It is asserted that the relationship between the
sample size and the quadratic correcting polynomial is well described by a hyperbola of
degree 1.29.

Mansiruna E.A., Ypues H.B. Ilaker mexnayHapoasslx cranmaptoB XML
porpaMMHON mnojaepkku s MHTepHer oO0pabOTKM OMOMETpUYECKMX HaHHBIX //
Tpynel  HaydyHO-TEXHMYECKOH  KOH(EpeHIMH  KJlacTepa  IEH3EHCKUX  MPEIIPUSTHIA,
obecneunBaromux  BE3OIMACHOCTh HMH®OPMAIIMOHHBIX TEXHOJIOTHUM.
H3narenscTBo AO «THUD N », ITenza—2016, Tom 10, c. 84 - 87
(http://mamu.pd/activity/science/BIT/T10—p84.pdf)

PaccmarpuBatorcs mexayHapomaubie Omomerpuueckue crtaHmgaptel [SO/IEC
JTC1 sc37, opuentupoBaHHble Ha mnpumeHeHne XML mnognepxku o00paboTku
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OouomMerpuueckux gaHHbIX. [IpuBenena tabnuua U3 7 Takux CTaHJAPTOB, ClIETaH BBIBOJ
0 pacIIMpeHUH BHUMaHMsSI MHPOBOTO COOOIIECTBA K MpobieMe cranmapTusanuu XML
MOJJIEP)KKH 00pabOTKU OMOMETpHYeCKUX AaHHBIX. ClenaHo MPEeArosoKEHUE O TOM,
4YTO OTeuecTBeHHble Ouomerpuueckue cranaaptel cepun ['OCT P 52633.xx-20xx
JOJDKHBI TIOJIep)KaTh, HAOMIOaeMYI0 MHPOBYIO TEHACHIHIO cTaHmaptu3anud XML
MOJIEP’KKH 00pabOTKH OMOMETPUUECKHX JaHHBIX.

Malygina E.A., Urnev L.V. Package of international standards for XML
software support for the Internet processing of biometric data // Proceedings of the
scientific and technical conference of the cluster of Penza enterprises providing
SECURITY OF INFORMATION TECHNOLOGIES. Publishing house of JSC
"PNIEI", Penza-2016, Volume 10, p. 84 - 87

International biometric standards ISO/IEC JTC1 sc37, oriented to the application
of XML support for processing biometric data are considered. A table of 7 such
standards is given, it is concluded that the world community's attention to the problem
of standardizing XML support for processing biometric data is growing. The
assumption is made that the domestic biometric standards of the GOST R 52633.xx-
20xx series should support the observed worldwide trend of standardizing XML support
for processing biometric data.

Yepuos I1.C., Cmupnos U.U., CypoBueB /I.A., MaiiopoB A.B., CekperoB
M.B. KopropaTuBHBIi HHTEPHET-TIOPTAT ¢ MOOWJIBHBIM JTOCTYIIOM, 3allUIIEHHBIA OT
CTOPOHHUX BMeIIarenbcTB MmuppoBanueM IP-tpaduka u moaiepxXkoi HpPOTOKOJIOB
OMOMETpUYECKOW ayTeHTU(PUKAUKM T0Jb30BaTenst  // Tpyapl HaydHO-TEXHHYECKON
KOH(EpEHIIMK KJacTepa NeH3eHCkuXx mnpennpustuid, obecneunBatonmx BE3OINACHOCTD
WHO®OPMAIIMOHHBIX TEXHOJIOTHM. M3narensctBo AO «ITHUDW», Ten3za—2016,
Tom 10, c. 88 — 91 (http://mumdu.pd/activity/science/BIT/T10-p88.pdf)

[TokazaHo, 4To poJib OMOMETPUUECKON ayTeHTU(PUKALUU JIUYHOCTU YCUITUBACTCS
IIPU KCIIOJIb30BAaHUU KOPIOPATUBHBIX MHTEPHET-IOPTAIOB C MOOWJIBHBIM JOCTYIIOM,
3alMIICHHBIX OT CTOPOHHUX BMelaTeNnbeTB mudpoBanuem [P-tpaduka. Tak xe poib
OMOMETpUM pacTeT IO Mepe YBEIMUEHHUs 4YHCla I0JIb30BaTeeil KOpIOpaTUBHOM
MH(OPMALIMOHHON CUCTEMBI, HaXOS1IeHCsS Ha OJTHON U3 KOHTPOJIUPYEMBIX TEPPUTOPUN
npennpustus.  PaccMarpuBaioTcsi  OCOOCHHOCTM ~ NPUMEHEHHUS  JOBEpPEHHOM
BeruncuTebHOU cpeasl USB «buoToken» B kopnopaTuBHONM MHGOPMAIIMOHHOMN Cpejie
MPENNpUATHS, TOIKII0YaeMON MEX]y CEepHUilHbIM CKaHepoM OuomeTpuu U paboueit
CTaHILIMEH.

Chernov P.S., Smirnov LI., Surovtsev D.A., Mayorov A.V., Secretsov M.V.
Corporate Internet portal with mobile access, protected from third-party interference by
encryption of IP traffic and support of protocols for biometric user authentication //
Proceedings of the scientific and technical conference of the cluster of Penza enterprises
providing SECURITY OF INFORMATION TECHNOLOGIES. Publishing house of
JSC "PNIEI", Penza-2016, Volume 10, p. 88 - 91

It is shown that the role of biometric identity authentication is enhanced by using
corporate Internet portals with mobile access, protected from third-party interference by
encryption of IP traffic. The role of biometrics also increases with the increase in the
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number of users of the corporate information system located in one of the controlled
areas of the enterprise. The peculiarities of using the trusted computing environment
USB "Biotoken" in the enterprise corporate information environment, connected
between the serial biometric scanner and the workstation are considered.

AxkmaeB A.JK. OO0 oxHoM TmoaxoiAe K TOCTPOCHHIO MacIITabupyeMoun
CKOPOCTHOW ontumu3anuu kpunrorpapuueckoro aiaroputma ['OCT P 34.12-2015 c
JUIMHOW Oyioka 128 OWUT 3a CYET MCIOJIB30BaHUS MPEIBBIYMCICHHBIX TaOmHI // Tpymsl
HAyYHO—TEXHHUYECKOH KOH(]epeHIMH KiacTepa MEH3eHCKHX NPEANPHATHIA, oOecreurnBalonmnx
BE3OIIACHOCTh HMH®OPMAIIMOHHBIX TEXHOJIOTHM. WzmarensctBo AO
«THUDW», Ilenza—-2016, Tom 10, c. 92 — 95 (http://mumdu.pd/activity/science/BIT/T10—

p92.pdf)

PaccmarpuBaercss mpoOnema CHWKEHHS TOTPEOJICHHS]  BBIUYMCIUTEIBHBIX
pecypcoB mpu peanusanuu kpunrorpaduueckoro amroputma ['OCT P 34.12-2015 ¢
mmHOW Onoka 128 Owmrt. MccimemoBaH BONpPOC ONTHMHU3AaMM OOMEHa MOIIHOCTH
mpoleccopa Ha NaMsATh, TJl€ XpaHSATCS NPEIBAPUTEIbHO BBIYUCIICHHBIE TaOJIMIIbI
YCKOpPEHUS BBIYMCIEHUN. AKTYyaJlbHOCTh pacCMaTPUBAEMbIX BOIIPOCOB YBEIMUYMBAETCS
IPU CHWKEHUHU Pa3pAIHOCTU HCIOJB30BAHHBIX JJIS MIM(PPOBAaHUS MPOLECCOPOB M HX
NOTPeOJICHHUS. Haubonee CJI0’KHBIM cllydyaem ABJIETCS peanuzanus
Kpunrtorpaguueckux — omepauud  Ha  4-x  OuTHBIX  mpoueccopax  FRID
UJCHTU(PUKAIMOHHBIX KapT, MOJJEPKUBAIOIINX KPUOTOrpapuueckue MpPOTOKOJIbI
OMOMETPHUKO-HENPOCETEBOM ayTeHTU(DUKAIIIH.

Akmaev A.Z. About one approach to the construction of scalable speed
optimization of the cryptographic algorithm GOST R 34.12-2015 with a block length of
128 bits due to the use of precomputed tables // Proceedings of the scientific and
technical conference of the cluster of Penza enterprises providing SECURITY OF
INFORMATION TECHNOLOGIES. Publishing house of JSC "PNIEI", Penza-2016,
Volume 10, p. 92 - 95

The problem of reducing the consumption of computing resources in the
implementation of the cryptographic algorithm GOST R 34.12-2015 with a block length
of 128 bits is considered. The issue of optimization of processor power-to-memory
exchange, where the previously computed acceleration calculations tables are stored, is
investigated. The relevance of the issues under consideration increases with the decrease
in the number of processors used for encryption and their consumption. The most
difficult case is the implementation of cryptographic operations on 4-bit FRID
processors of identification cards supporting cryptographic protocols of biometric-
neural network authentication.

PyouoB S.JI. O peanuzamnuu npeoOpazoBanus [ uipdepra npu UMHUTAITHOHHOM
MO/ISTMPOBAHUM CUTHAJIOB YIPABJICHHUS B KaHAJIaX CBS3H // Tpybl HAyIHO-TEXHUYECKON

KOH(epeHUn KiacTepa NEeH3eHCKUX npeanpustuii, obecneunsaommx BE3OIACHOCTD
HHO®OPMAILIMOHHBIX TEXHOJOI'UU. M3natensctBo AO «I[THUDBW», [lenza—2016,
Towm 10, c. 96 — 97 (http://mumdu.pd/activity/science/BIT/T10-p96.pdf)

PaccmarpuBaercss uudpoBas peanusauusi npeoOpasoBaHuil ['mnbbepra npu
BOCCTAHOBJICHMM [JAHHBIX YIIPABJIICHUA, IMIPOMICAIINX 4YCPE3 IUIOXOM KaHaj CBS3M.
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OnucaH 4YHMCIIEHHBIM AKCHEPUMEHT, TIO3BOJISIONINI OLIEHUTh PabOTOCHOCOOHOCTH
HOBOTO MeTo1a 00paboTku nHpopMammu. Ocoboe BHUMaHUE YACTIACTCS CBS3U JaHHBIX
B npoctpaHctBe Dypbe o00pazoB u B mpocTpaHcTBe 00pa3oB [mibbepra.
PaccmarpuBaeTcst Tak jk€ BONPOC ONTHMU3AIMN BBIUUCICHUN B IPOCTPAHCTBE 00pa3oB
['unpbepra 3a CcuUeT HCIOJNB30BAaHHWS CHUMMETPH3AIlMA 3apaHee BBIYHMCIICHHBIX
KBaJIpaTHBIX MaTpHUII.

Rubtsov J.D. On the implementation of the Hilbert transform in the simulation
simulation of control signals in communication channels. // Proceedings of the scientific and
technical conference of the cluster of Penza enterprises providing SECURITY OF INFORMATION
TECHNOLOGIES. Publishing house of JSC "PNIEI", Penza-2016, Volume 10, p. 96 - 97

The digital realization of Hilbert transformations is considered when restoring control
data that has passed through a poor communication channel. A numerical experiment is
described that makes it possible to evaluate the operability of a new method of processing
information. Particular attention is paid to the connection of data in the Fourier space of
images and in the space of Hilbert images. We also consider the question of optimizing
computations in the space of Hilbert images by using the symmetrization of the pre-computed
square matrices.
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